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aooaoﬁmgao 33b33@8380 boamdo@odm bo%machogaobcooG mo3@oe3obo ©° 3boo38mbm380b
ogthnocmy®o bszombgdol gobboemgal 308600.

3.2. 0@03005380 933[)*38[5380[) 30930030

0030330 Lodobobhmdo 2017 fgemb  o0gggds o 2018 femob  gobdogemmdodo
@oLBnemegds ©odasbymo Tglytligdol Bo&mgal Lodlobytgdol HEFbLoymEBo0s, J080gt0l
3otogol goddgomgoemmdol, LodoBomoobmdols o 9bgotndgemmgdnemgdol 380b303g30lL
3omgoemolifjobgdoom. 3Bmm3glol gotgemgdde dmbrogds Lodmdoemagm mazoblbs o ggbgEmocmy®
dho8do otbgdnemo g3o&ho896hgdel o3ybgzenme ™m3¢hdodogos o Lodbgmm 3gBmbmboemol
3otogol (39600l 3g9gdbo. 2018 fgeml od0obymo Bgln®bgdel do&mgol dedotramymmgdom
OEobbagm™doz00lb 3mzglo dmozogl:
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- 3969Mocmyto dhodal J1 og3otro8gbhol Bogts dgooomgdyme doemgdel 3gtabmbaocmals
©9393930L o 3Boymazbol 3EahgEr013g80l og9eL;

- bogBmodmEobe  Lonzgogles  3Boghozol  gocgommobfiobgdsl 3g&bimbocmol  do&rargol
3+m(39L30;

- Lodbgo®m  3gBlbmbocmol  3o&roogol, 3oon  JmErlb  Erg3Ehetagdel, IEmmozgbonemo
3963000089300, 30080l Jomgols o Eombmgbol dgdcogg Lodmdoemogm bodmgswmgdodo
890b(hg3E0300L IBMm390Trg80L gobbmtzngamgdol.

3.2.1. aSEQaga@o 335b33d®03330b 05638805880

mo3Q)oB3ob boao&)b@ﬁm °d®°38°@ 8060&560’)3[) 836@{]53@ bo3om538bo o aogﬁmb
1303Bmmgdal  Loddmb  JoemgdBg,  83g0mBolo > PLogBMbmgdedg  BgBmemyzegdel
39bbm®309emgdol 3ymboom gFmgbyme o LogtmmodmEolim gommgdnemgdgdel dgbEyamgdsl.
08  8086ocn  LodobobhEm  goEMmE 0633l bobgemdfozem  3fygdgd0rsb,
LogEmmodmmobem mrgobodozngdmob o o&olsdmogtmdm LgdhmEcsb. ©3obmsb, Lodbrge-
03mbogmge g38m3al mogd3gol 30bobgosmmol gotgemgddo (SEDM), 2018 femocosb

bodoﬁm33q>m 8°bQ38° BEde(bob ,,53@86Q3063qm doggaob S 3[500380)50)330[):. ©°
m03QoB3ob bosagmao“ @0@380 d338050.

2018-2020 6@3330 beﬁn@@g&) 330080@33’3@ 60@3330 836@{]53@0 38533@330[}

qudBoob oSb@o@nBomGOQ)o%oBoob 38(\')83[)0. °fj0°38°@ 80&86{]@@830 635@353@0
0060Lfm®mBol o goghmb 3dodBmmgdol Loddml 1325 o d98gmdo TrgBmemy3ngdol

Lfogamgdal,  LogEmmodmtrabey  LoddgoEm8m  Bobogddo  gocobBmemalfjobs  mdBocogdolo
©> 03053300 Lagghmdo oBlgdnem yggamo Logobdobsmmgdemm o Logsogim  3n&lol
3mmgtodqgddo  obhgatomgds. gomotmmgegds  LogwmmodmEobm  Leddgemdm  8obogddo
dmbofjoemg Lodbge®m 8mbo8lsbymgme glogmmmmgonto 8mdBocgdols o &godoemodszool
353(*)68038330 m30b‘35’30 doqmq:mBob °°38°0°3°'

00300330L  LoBobobhEmBo  boghmb  ,3gi3bogtgds  83g00mBolbo o YLoggEmbmgdaborgol
353006803()[5“ ({;0606[)380 3508Q)o$850m, 2018 femocoob @053380 mo3@0830b boaoSOle)i;')mb,
d0g®mBol  ©30bobhEo0ol, dgoomomgdymm  doemgddg  gdmzBohoyemo  3mbhEBmemol
(DCAF) (396¢®0b, coocoo 80obgamals oo gbdsbgmal gfomdamoge 3Mmgdhe mEgobodszonemo
3@03000[} 33@330[}0 ©o Hgosobaaob 33[)0533. 38m3d00 ooo3q>oB3ob baaoSOl}OSmao
™&gobodozonmo gotgdml dge3oligdol 3gLodmmgdemmdgdels 3obgomotagdal dgnfiymdl bgeml oo
2g@edefgganace ggmggbobgdyare ogogds ggbrgmya sbdgghgddy. beranm dgBrogea 3gamggel
083900 300gBmMNMYEg8d o dmozoglh gon30l, 3900mlobrobogirgdol, dmEomoal, Lodydom
308m8g3Lo oo Lbgo 8odotoryemgdgdl.

3.2.2. 33000@[)06@0[}0355330[) oaoq;q:vg&) o 05003005303303@0 6083800[) 806@038380
mo3Q)oB3ob boaosoboﬁm 806088&0&) 380‘)363@0 06(1)030093303303Q>0 b03$mb bod3006m3ob
030556@3830 0@333@0 3°@Q383Q’3888°b 33[}83@330[} o Go(l)oob 38000Q>b06@ol5038330b

0350g8oL IMmgdodo sghon® dmbofocmgmdol. sxmbadbyemo doLfEoagdel bgemdghymdal
3086003, Lo3obolhEdo 3gg3baamas 39000emlobroologgdol s8omamgdals s sbhozmERgEeme
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390gdml  dmbohymtrobgol Loddm. dobo Logdosbmdol 3Wmmzgroytyeme  LEyemymazolbogol
dmdBooegds Loddmb Egdnemgds, Bmdgamopy gobLodmg®oglh 3mbzMghyme 3Mm3grentgdlo
©> 39LyboldzggdemmBdgal. 3539 30860, bogmb dbotosdgtom gobbmEzegemegds Bogom
dgmtag obhogmEmagzeyme g3ogdml mgomdgeoligdol 3Mmmzglo, BHmdgema bgeml dgnfymaL
dmfygemoe 3Bm(3gLgdol godmagamgbol, Sboemadl, mEyaeyee &ol3gdol dgd;z0agdalzgb
3o8omammo 3mb3Eghyemo 65303930L g93330L o 3gLodsedol LodmgBgom g3938s30 dbobgols.
399°0bobobogigdol, gomozgbo  08Bmgbgdols o bgozmEoonemo  (36mBogErgdol
23530l 308600, 530k Eaglintligdol ogdotodgbhobs o 0ogs330L 0bLHEdYeEe
2839693830l bzmemol gFmm3emoge doemolbdggom 8mbogds s&lgdnemo Lobfjogamm 3n&lob
d99c0gm8o  gobgomomgds o boghmb  39m0embobologtrgdol  9domemgdol  3TmgErodsborob
d9bododobmdsdo  dmygobs, obggg  Bggombyemo  dolidhodoen  Bolo  IeEhbomErgdolivmgol
dg00g084980.

3.3. m03q>ol33nb 933[)393[5330[5 30930030

BohmUbonob odLodomm&o cmoqlndomBol M3&Mb ol 803600, ;moqcoo320L Lo8obolhErm
0] (N RRAE\S J0MYPOZIRY™ 3 3¥°(33 0]

8008863@3&) 330080@333@0 doq:gBob 30)@3536030300[)00)30[5 8030)300030@0 »obbols
3(5030085503 %S@ob. m3d)03080300b 030558@8330, RY:| 30305003@38000 mo:;qmesob b03050b05m3

1339 3°0g0 3mb3Mghmemo bodo3gdo o 2018 femolb mogroopgel Boyighdo dofromocon
990000980l bolhgdgdel dgbyacoggdel bygtome foemo 20%-3og godotaces (ob. g&oogs 1.1).
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g&oaqgo 1.1: oogeoopgal Bonzahe ($96b 895000 o $9&0l qo&agengddn)
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K o3dobboffoboomBgae B 5TT-0b bogdtxe bodbyuwtx wobdotds

2bobodbogos Logotmggemmmb bybmohggenemo dm3zo330800l, 5398030L dggEmgdnemoe d¢othgdol
0goboblyo  Bbofrcooggio  Lodomoggamml  dgoomomgdnemoe  doemgdol  3gbodemgdemmdgdol
396300008980L 3ymboom. ©33-0b Logegm LodbgMm oa30boblgdoc (FMF), 308c00botrgmdl
bogo®oggamml - mogoogol  3Bocoymazbol  3tmg&odsdo (GDRP)  dmbofecmg  doforyemo
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Lodtadmemm  dggooboymoggdol omdn®ge o dmdBopgds  93gT039mo  0bLhTyghmErgdal
dog. 58039 ob3oErgd0l o308rgmg830 Bmbrogds LedErdmemm 3m3Bogdal (39600l segyEge
06539 mgg Lodnmoyo o bofghmbgmo hgdbmmmgogdom, o3 300093 NE™ godcool
Jomggmmo bedbgrmgdel 3mdBogdel botmolbl. 53539 &MU, 50bodbymo obdotrgds ogotogh
beogoocmy®o dbotcoodgobs o Lodbgrtm gobomemgdol dodotromymngdgdl. $d3-0b Logotgm
Lo8bgeEm Eo030606lgd0c bm&zogemgds fgFrmgobdo dgdetryg Lotgodomogdom (396¢ 0L
339bg8emm3s o obo o@31Mge mobodgrmgg bodgwoebm-botgsdacmogszom s3omohymoeo,
Bdgemo(y JmgdLobygds odEem o 9853981 Lodbgrtm dmbs8lobytggal.

033-0l  Logotogm  Lodbge®m  ©o0306bLYBEL  g3otrgemgdde  bmEzogmmegds  ©3gtazgemo
3mbhMoghm®o 3m33sbogdol ,General Dynamics Information Technologies® o ,Cubic Ap-
plication inc* 3mBgggemms §3153g30L o030656L 80, Tm3emgdo; ddhonto o0k Botoryembo
o®lgdymo 3mbgdhmecmyme 8080l obggfiol, Eaglysligdol dotmogal, Ludbgtm gobsmengdal,
bohym-bogommggmmmb fgtmbgdols oo dga30lgdol gmmBemoge (396¢h&el 3gbodemgdammagdols
8')383”83[’38')30'

2018 fgemb, bogomoggemmb mogeoogel Lodobobhmbomgal cosdh30(3987cmo oyighe dgoggbl
802 3@6. @oﬁb. oQSOHEnQO Sgbnﬁbo 30@06060@333@00 10 35(\08503033, 50’)83@0[3 ab333
Imo(308L ,Logomoggammb mogwd(330L 3Bocymazbol IMmmgErodal”. Lodomggmmmb mogosi3gel
LoBobobhBmlb 2018 femal Bonigho Igoggbl doemosbo dos 3Bmmeydhol (333) 2%-U, (ob.
gtogge 1.2).

3&oq0 1.2: oogopgol bodobold&arl 2018 pemob Boytghe

360y o0l slisbgemnd, 2018
3M©0 g M530L slabgugds BB, oo
2901 | 053330l oMmzd 312.24
43.45
2902 | 3Gmyglovyeo LsdbgEGm sbsoregds
2903 | %s6s335 s bLmEosgvy@o Mbembagmymass >4.60
2904 dommngol, JmbEmHmmol, 3/go00mmmdols s  3md3om@Egrmemo 9.54
Loli@gdgdo
21.00
2905 | 0b6g®mobBMIEBHNMOL 3obg0msMgds
2906 | LogMosdmGobm lsddzoEmdm Jologdo 40.43
2907 | Lodggbogem 33eg3s s LadbgMm dMgTggermdols s63005Mgds 28.32
2908 | 535330l dgLsdengdEMdYIOL FgbsMPbgds / Bobgzomsmgds 128.25
2909 | @myobBo3co MbOHMBlgmymes 142.16
2910 | 9905M5®9dYEr0 doengdol Tglodergdermdol 4sduogMgds 22.00
802.00
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00b0dbyemo m3139btec goblodmgmnmo mmbaldogdgdel dgltonemgds dyots fobodotrmdal

Bgdasob 88(’8@30@006 388b38d003030 @088830@0 380080@883@0 da@gsob
605300}05830[}00}30[}. 0)065380 80@06060@@830 38008\)@883@0 doq;gBob 8(")@8860%\)800[}0

0 dgbodemgdemmBdgdol gobgometgdol :08c0gb0dg 3BomEahghne 30dstmnemgdsdy:

* Lodobggtrm gd3goboymazgdols bodmbosb moglgdocoo (393bembsbtmemmo ootomom smdngs;
* Lodogmm mogrosgel 3gbodemgdemmdgdal gondymdglgds;

303305[}050500@3@88«) ©o 3«)50830030@380030[) 33[}06@88@«)8380[) 8038@0;
* Loggbemg bomcoodgtol bobdhgdgdebs o Lodnommgdgdol gobgomotrgds;

* L3gzoomno m3gEs30980L doemgdel gbodemgdemmdgdol godtcos;

* 08398300 IgbodemgdemmBdgdol goydimdglgds.

035L006, bSO 9006036mL, M mogod3gecme IgbodmmgdemmBdgdel Locsbom o 8yw8oge
3963000085985 Imombmgl mogd(3g0Lbomgal godmymagamo 030boblyto Eaglylol ghodmdtog
3000l

3.4. 303gtmboggEmbmgds

0bogm®szonemo  logBmbmgdol 89dob0B88g3ol  obgtggolo o dndago  gobgocmotrgdal
308600, 0og09330L Loggtmlb 3Botezyemo obogm®dszonmo Lobdhgdol Lydogdhgddo 0ggadgds
obogm®dopgonemo  Yboggmbmgdol  mazozEel  0bbedndhob dgddbs o ISO/IEC 27001
0bogm®Adozonemo  YLogBmbmgdol  Foagol  LogEmedmErobe  Lhoboobhel  obggge.
030Le0b, go3dgmmEyds 0bogm&Bs30nem PLoBMbmgdsbs o 308gTbontmbggddy mogmsgol
beggEremb bedmgoemagm o LoBbgrtm 3g8bmbacmol (36m3og8rgdol 93omemgdol wmbolidogdgdo.
03oboogol 03933985  30898(36mB0gErgdol  (308983030960L)  93omEmgdol  gemgdhErmbycme

Lfogemgdol 3emoham®Bol Eobgtaggs, oy Lodysmmgdsl dmgggdl 8939dbocs gozgdhesbo,
3080030@ 53@3()[)063@0080 o 3md60@0 bobd)gao.

308980b(300096(hg80L  38r9396(300L, 5@HB8mPgbals o FomBg MMM Bgogz0gdal doBboo,
Bonm 393303l L3gzooemyre  mmgtodnmmoe  73&bggmmymagol  obgtggol, Emdgemo
bodyomgdal 8mgg393L 8mbgh cogwo330L LoggErmb 0bagemE8s3onamo babhgdgdal 24/7 &590830
dmboym&0bgo. 3mg&ods 360dgbgemmgbo 3gnfymdl bgeml dJugemy®o 0bog®olignddytol
3onem006mBol  coogemmBal, 3089MboogEmbggdol  0gbtoaze3otrgdol o  0bggmEdsizeyemo
boggBmbmgdol &0b3930L 3g3;3083930b.

4. ooged330L dgbodemgdemmdgdo

bodoEamggemml 3gestremgdnemo doemgdol 3gbodemgdemmdgdol gobgomotrgds bmrzogmmogds
Py39to@.  3gbodemgdemmBgdol  gobgomotgdol  oggadzelol  ynteemgds  dsbgoemcogds
939460l §obodg o&bLgdnem g98mfg9393Lo o oBlgdyemo Fgly&Lgdel bgemBobofgm8mdsdy.
bagotmggmmml 3gootomgdymo doemgdol 9:8396g3cmmBds o8& 3080botrgmdl dmemotgdnemace,
bCOQ)m 68Q0@m06@06603350 oqmosbob 6338 o 308050«)8 d338633m06 mo3b33oq>m30b
39783m3qLgds  bmBzogmgds  ghod3m8Eogo,  800mob  o8330Hgdnmmo  Lbgocolbge
05603308 emmdol getdohgddo. Logdowmggmmml gaotomgdnemmo dommgdo googtrdgemgdgb
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6030L&0 Logtmedm&mabem gommgdnemgdgdel 3gbErygamgdol. 58539 M™U, g3gybal mogoogal
oSmBoESBOb HgboBSQQSSQoQ 880@30’:0360[) oSoQQSBQ QQSBSSo o'>03q>033ob boﬁoGob@Smb
30003055 353000550@3@0@.

2018 %@b 8380@@380 3030b3n@@380 380’)0 3b803 o%bgﬁn@o ngod@saqx'oaa&)b
3960816938589, beemm 8gmrg 8bfrag, 3Fmom®Bohghneme 80doEoymgdgdel gobgomotgdody.
395dmeo, goblozynmtrgdymo doemolbdggs 0gdbgds dodotroyme §93356Lofoboomdoggm, Lodogtm
003005(330L, Lodogmm-boh@obldmbtm, ©oBggtgols o sBhoemg&oeol dgbodmmgdemmdgdal,
30550030[), 3(*)5@850)@0[5, 3m33603080330bo ©o 3003303@8553@0 3bo$5@o$8550b bob(baag&wb
3963000893089. dbggg, ynomgds godobgoemgds ,Logotmggmmmb mogroogel 3B3oymaezbols
3mmgtodode” (GDRP) Botoygemo Lodbgrotrmgdol 8mddogdel gondimdglgdedg. 3tmg&ods
3obgds LogoBmggmml dgeotomgdymo dommgdol 8rgfromdal dgognmbgwmo, Hmmgdday
16> 3gdemmb oo f0bodg coolidnemo 93m(30bg30L gbEmmmgds gBmgbymo mogd3gobs o
3boq38mbco330b 8o3m§3333333 boBobnbo')Q.

4.1. bogomomggemml mogoogol 33ocoymazbol 3tmg&mods (GDRP)

Logdomoggemml  mogoogol  3Bocoymazbol  3BMmgEeds”  bm&zogemrgds  989%03g9em
3oBhbomg8mob 8dotm 0bsddmmBmmBoms o dbotroggiom, Toy Lodmemmm $93d0
00300 gdl  LodErdmemm FBooymazbol mbgl o oEgdmo volobgds Logooggamml
3g0omomgdnemo doemgdol 3gLodmmgdammBgdol 30bg0motrgdsdy. g™ 3mb3Bghnemoce, 8obo

30B0b0o LogoMmmggemml gootomgdnemo doemgdel bedtdmemm dagroboymaygdol 33symazbols

©mbol  53omemgds  hgtohmonmo  mogospgel NBEYbggemloymago. 3Mmg:eds sLggg,

39630m08g30b.

GDRP-ob b&yemogobmgobe 033emgdgbhogooborgel 360d3bgemmgobo odhogmdgdo $9& 30c0g3
2017 fgemb gobbm®zogemees. 3Bmgtmedsde dmbofocmgmdol 8obomgdace 8mbed 3mb30ghmemo
J39000b5ymazgdol gobLodmg®o o ahym domo mboddocgdgeme Hgbobggdo. 3Bmgtsedol

odd)onso %080 G’°°68{]8° 2018 ﬁqmb 6°8°%E’U@83 o QOBSU@QSBQ 2021 ﬁg@b. 8350@@330

3odobgoemgds  dggrooboymazgdol  LEymmoe  o3md3emgdhgdedy.  gobbmEzogmmogds
3mmghodode  Booyemo  Lodobggtam  Bogommombgdol  nbogzm®dol,  ebrongocoomyte

o0§Hg0emm8ol o LodEmdmmm ImdBogdobomgal LogoEm LodEdmenm doboemol dgdgbe.
030bongol, 3gLododolo Bmdgdo Trgly@lgdol godmymaogol mgoembod&maoliom Y98 300093 2017
faeml gogomcos. gotaes 930bs, domfgnyme 39:06bdgdom, 3mmgtodsde dmbofecmgmdobongol
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o730egdgemo  sednmgommdols o Lggolgdol dgdgbs  gobbmtzogmmgds dom  ImErol
23980370 LoBbgEEm Eox3066Lg30l 8g339mBam. 58980390 3EHbomErgdol obBotrgdomgy
dmbrogds Lodtdmmm 8m3Bocegdol (3960l omdntrge 09bodgdmgg Lodymsponto o
bofgEmbgemo ¢hggdbmemmmgogdoom. 2018 femob gob3ogemmBdsdo Lodobolhtm Bgagemotonemoce
180L306demg3L ©898039em 9gU39&(hg3L.

4.2. Lbodoghm mogod330

Lodogbm  mogredgol  IgbodemgdemmBdgdol  goydim3dgbgde  Lodommggemml  mogosgel
LoBobobhBml  gwo-gmo  dmomBogghyeme  Bodommyemgdos.  Lodogwmm  ;ogosgel
dgbodemgdammdgdol  godemogigdol  oyecmgdammds  godmozgges 2008  femol  &ylgoel
Lodbgotom  og8rglool  dga30ligdol  dgcoggoce, o3 gyemolbdmdl  mobodgrtmgy Lodogtm
0goemmgoemobo o Lodogm mogoopgol Lodyoemgdgdol gobgomotngdol oyz0emgdemmdsb.
g8mnoymoe  30boblyo  Tgby®lgdol 308089330, 03  dodoEroyemgdol  gobgomotngds
30denbotgmdl gho3mdMogoc. Lbodoghm mogoogol dgbodemgdemmdgdol godtacool d0860on
bgemo  8mgfighe  3mbhmoghl  ogEobgnem  Bbotgloesb. ©3  Mmabomgol  gobbm&zegemmces
o3oanobo o boﬁogﬁm mosqaoesob boﬁ@@mgob boao\)om-boﬁnd(bnﬁwa@o 830093306080300,
dgtognemo  Lvogosgem gbzoeMoeool Bgmtagobodogos o bbgs mmboldogdgde. 2018 fgemb
ygoemgds godobgommgds Lodogmm mogrosgel oboeme dgbsdemgdemmBdgdobongol bogorm
338[)0’)60@0[) o OSOSFSOUC)FSDdODSOb 300330@3&)33, Goomb boaSQogogaob 33[)03030[)0 bo@oggm
™398030980L (396d0lL Bodmysemdgdodg o Lbbgs Lvdotrm mmbolidogdgdel gohotagdsdy. 2018
fgemlsg obEymegds otobgymm dbotglmob goom®dgdnmo bgmmdg@mnmgdol 3o&ggemo
Lodfemoobo 03030, Emdemols 303350 3(’0(33@0’)80 204 3oemomb cmoml 330@83&).

4.3. Lodogmm-LohtobldmEhm 3gbodemgdemmdgdal gondymdglgds

300(300L 3gbodamgdanmBgdol 3063008930 gobbmBzogamgds goBm3ggmacmo bodotmgdgdabo
©> LoBonmggdol gomgommobfobgdoo 08olomgol, w8 Ldd-ob Lodogem-LohEobldmEhm
Lodyoemgdgdl  dggdemmor  LodBdmemm  Imddgrgdgdel  mmmgobiozyo  bstrcoadgtals,
893mgbmbizotrgdol o6/ceo Ledgron0bem g39390300L HBBNBggemymegs. 3603gbgemmgobos, 3
dmbeogl Lo3dg8Em-LoBodggmmm  m3googdel fo8mgds o6/o 8363803 o6 hgdbmggbnt
3ohobpBmagddg  Bgogetgds  Lsdmgoemogm  bgmmolyogemgdol  mEgobmgdal  dmBotrargol

boogydggamdy.

2018 fgemb obymegds 339mem3atgbgdel gotrgdmbhgds, Bmdemgdagy badotms mogoogoL
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dgbodemgdemmdgdol  goblisgomemgdemoce g&dgemgaesh 398L3gdhogodo dBocoymogbols oo
39608P1bg30l Fbotrcoodgtrol doBbom. ol, vgErgegg, Logomrms LogimedmEolm Loddgocmdm
dobogddo  3mbhEadyzeoborgol syzoemgdgemo  dgbodemgdemmdgdol dgbotBrnbgdolo o oo
333@80030 803330’)33[}330[}0)30[}.

2018 oo 3930z 3 fiemgddo ©33-Logomggemmb m&8b&ago Lodbgotrm 0obsddmmBemmds 33emog
gmgnLotagdyamo 0gbgds Logotmggmmml mogosgol 33oymaezbol 30mgedals (GDRP) o
bodtrdmemm dmdBogdol 39600l (CTC) dgbodemgdemmdgdol gobgemo®rgdedg. dsborsbogy,
dm8g3bm 03c0gb0dg ffemal gobdogemmBado Lodommggmmml mogoogel bsdobobgm, 533-U
Lo8bgemm  obdstrgdom, googtdgmmgdl Lodbge®m  ¢Hgdbozol Bmeg&bodgdol o ©33-0b

5056300330[5 03d503033 30030’)35030@ 60@0[}3@0[}.

3obymo femob gobdogemm3dsdo Logtadbmdmoce gondimdglies ?oboddmmaemmas b3obrobogoy®
93946980006 @0 39b600oLmob. 2018 fgeml LogoEmmggmmml mogeospgel Lodoboldhtam 393353L
ombodbymmo  domhbom®mBol  orgolimdtmogoce  dsboem  ghodBg  gocoygobsl.  LadoEraggmmm
3o003dgamgdl 3060006 0296533Ememmdol bodbgrtrm fgtmbolo o ©9603dTMmIcnm3Bol
3mmgtodol  (MTCP)  ogofogemgddo,  goblognem®gdom  Lodbgo®m  Lbogobdobsmengdenm
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dodomoyemgBoom. 93oLmobogy, bogetmggemm dgygtoces ,Nordic-Baltic*-ol 03060338 m3emm3dol

ge@IohL, Bx8gemo3 JoBboce obobogl YLoggEBmbmgdol 398gmad godmmag&rgdol o 3sthbomE
9394698l 3ol 30380859380l 39680 30(3980L Bggnemetemo 3mmothozy®o 3:mbbymdoogdel,
0bogm®3o300L gogemobs o Mggnmotymo ghmmdemogo bodbgrtm fatmbgdol dgdggmdeo.
2018 fgamb 0r03009(330L Ldobalihtrm 5308938l godmaygbml Nordic-Baltic Assistance Program
(NBAP) ULbgocoobbgs beggtamdo 0r065330m3emmdol gobsmdeggdamoce.

2018 fgeml, m&dbtog ggmdshdo gogidgmegde 0boddtmm8ammds 33800b0bmsb. 398dmep,
3935dgmEgds odommo 13800bgemo Lodbgrmmgdol Ergodocmogyzool 398lgde fgEmgobol
Lotgodoemohozom 396¢&80. 2015 femoob owgdeg 137-35 13800bgem3s Lodbg®md goostms
dgbododobo 3pMlo fgmgobda. ©30Lmsb, gog&dgmmmgds ©9boddmmAemm3s godm(nmgdol
803008’3&80[) 808055003@33000, odsaﬁo 3[) 50@0’)30 050336080()[) o0y bb3oq>obb3o OoBob
LogEmamodmEobie f3trmbs oo bfogemgds. emgobsmgol 130o0bgemo oo Jofmggemo bodbgotrmgdo
980030bgmol dbotacoodbots dmbofocmgmdgb “Agile Spirit”, “NATO-Georgia Exercise”, “Rapid
Trident”, “Sea Breeze” b503@333830. 2018 ﬁg@b @oaaaaoqmo 803003@0@330[} 608008330
Lodbgotom  gobommngdol  Laggtrmdo, Bl ogotgemgddo  Logotmggamml  mogosgol
LoBobobhm Eogbdotagds 13E-o0byem botgl Lggebhos eblodyhoel gobgomotgdade.

03vgMmymoc, Lbogommggmmml cmogroopgel Lodobobhmm sdhonmoc vg0metgdl Lsddbiog
0965338 m3enmdol 98gMBo0%obls o 0taggemob, Bmdgemoy dod8boc obobogh Eaggombyeme
bogBmbmgdol godmmoghgdol o 84o®m ©06583mmBmm3Bol Bodmysemadgdol g3q9ybgdel
dgoomomgdyen  doemgdl dmEol. 08 ogm®dodol ogegmgddo, 0domgds  Trggnmotiymo
d9bggegde 0o3009330L Jobolihtrgdobs o ggbgEmocmyte d¢edgdel yaatrmligdel 8mbohocmgmdoc
o fgobgdo ,Caucasian Eagle* oo ,Eternity*.
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FOREWORD BY THE MINISTER OF DEFENCE OF GEORGIA

Georgia is persistent in safeguarding
fundamental values and liberties of democracy
and is dedicated to rule-based international
system, which we are contributing to with
other democratic states. The democratic
choice of Georgia is our greatest achievement,
enabling us to pursue a foreign and domestic
policy widely supported by the population and
facilitating the establishment of our country as
a western type democracy.

The threats we face pose a risk to the sovereign
choice of our country. They go beyond the
regional scope and present a challenge to
global security. Given the existing security
challenges, it is our duty to further advance
security cooperation with our western partners
and deepen our relationship with the North
Atlantic Alliance. As a future member Georgia
remains firmly committed to NATO democratic
values and principles, most importantly to the objectives of strengthening deterrence of the
Alliance and improving national defence resilience of its members.

Resilience of the country is an important aspect of deterrence and a crucial element in
providing peace and security. For this purpose, we have initiated the defence transformation
process, which is guided by the decisions made on the Wales and Warsaw summits.

While executing the transformation process our aim is to enhance Georgia’s defence
readiness, increase the interoperability of the Georgian Armed Forces with NATO standards
and ensure state sovereignty. To these ends, we focus on providing effective military education
and training, enhancing defence capabilites and synchronizing international initiatives
- particularly SNGP and GDRP. Not least, we emphasize the importance of intensifying
international cooperation, accumulating experience gained from international missions,
mobilizing national defence resources and ensuring adequate funding.

Levan lzoria
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INTRODUCTION

“Minister’s Directives — 2018” represents a guiding document of the Ministry of Defence
(MoD), General Staff (GS) and its subordinate units and is updated annually to reflect short-
term planning activities in accordance with the priorities set for 2018. Activities outlined in the
document are in line with the “Strategic Defence Review (SDR) 2017-2020” recommendations
and strategic directions of the “White Paper 2017-2020".

The document ensures a gradual implementation of development priorities of the Georgian
Armed Forces (GAF) in the long-term and aids overcoming deficiencies identified throughout
the transformation process. Overall, its aim is to facilitate the creation of efficient, mobile,
modern and NATO interoperable Armed Forces.

Following the success made last year, improvement of Georgia’s defence capacity will
continue in accordance with the Total Defence approach as well as standards and principles
of the Northern Atlantic Alliance. Considering existing threats, defence of the country is
organized in accordance with the whole-of-government approach, putting proper focus on
enhancement of interagency cooperation.

The material resources saved as a result of structural optimization and reorganization carried
out in 2017 will be allocated for strengthening defence capabilities. Emphasis will be made
on the implementation of the Georgia Defence Readiness Program (GDRP), an important
initiative conducted with active support and financial assistance of the United States of
America (US). Reserve and mobilization system, as well as a compulsory military service will
be notably improved on a step-by-step basis. All the above mentioned activities will enhance
GAF combat capabilities and a readiness level.
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KEY DEFENCE POLICY PRINCIPLES

Georgia has a complex security environment. Ongoing Regional and Global processes have
a large impact on Georgia’s security in general and its further development. Therefore, in
order to ensure security of a state it is important to analyze the risks and challenges through
local, regional and global lenses.

Georgia’s security environment is vulnerable due to several factors. Occupation the
Autonomous Republic of Abkhazia and Tskhinvali Region by the Russian Federation, their
militarization and signing so-called “alliance treaties” with de facto governments have a direct
negative impact on the state security. The annexation of Crimea made situation in the Black
Sea Region especially tense, while ongoing confrontation in the Eastern Ukraine along with
conflicts in the Middle East, uncontrolled migration processes, international terrorism and
increasing cyber attacks have additional negative impact on Georgia’s security environment.
Assertive, revisionist policy of the Russian Federation poses a threat to the European
security architecture as well. It prompted the members of Alliance and partner states to
review their respective defence systems. Thus the call to review and rearrange Georgia’s
defence organization was necessitated by both ongoing occupation of Georgia’s territories
and existing regional challenges.

In the light of the existing security challenges Georgia continues close cooperation with its
Western Allies and deepens partnership with North Atlantic Alliance to strengthen deterrence
capabilities and to achieve a full membership in NATO. In this process, the main objective
of the MoD is to enhance defence capabilities of Georgian Armed Forces and increase its
interoperability with NATO. To improve deterrence capabilities, the MoD follows decisions
made during the Warsaw and Wales Summits and principles outlined in the Article 3 of the
North Atlantic Treaty, which envisages improving resilience of the country on one hand and
increasing the force readiness level on the other.

Total Defence

Total Defence Elements:

Military
Civilian
Psychological-Informational

Defence
Capabilities
with the USA and

other partner nations
NATO
Membership/Intero
perability

B
:
-
=¥
:

W NR

Social-economic

In addition to enhancing resilience and readiness level of Georgia, in order to improve the
country’s deterrence capabilities, MoD leadership introduced the “Total Defence” approach
while carrying out the Strategic Defence Review process. Considering the existing threats
and limited resources, this approach intends to strengthen interagency cooperation for the
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coordinated and effective use of state resources and implies a thorough distribution of
responsibilities among military, state agencies and wider public in case of military aggression.
The new approach allows timely response to the existing challenges and threats and aims
for prolonged resistance through enhanced resilience and defence capacity.

In order to respond to existing security challenges, a particular attention will be paid to
improving strategic communications in the framework of the Total Defence approach. Russia’s
use of hybrid warfare methods, specifically the use of propaganda, poses a significant
challenge to the country. In response, the MoD will actively continue improving strategic
communications in 2018, which will include the communication of shared, coordinated vision
of all state agencies on the importance of a state defence; strengthening the image of
Georgia as a reliable partner to NATO, European Union and other partner nations, as well
as strengthening the image of a country as contributor to international security and stability
missions; communication the progress in the process of attaining NATO membership.
Additionally, in 2018 the MoD will continue organizing national and international exercises to
further improve the country’s Total Defence capabilities, including its strategic communication
capacity.

PRIORITIES FOR 2018
1. Cooperation with the North Atlantic Treaty Organization (NATO)

Georgia continues its integration into European and Euro-Atlantic structures that constitutes
its major foreign and security policy priority. The MoD continues active cooperation with
NATO by using all existing mechanisms such as the NATO-Georgia Commission (NGC),
Annual National Program (ANP), Substantial NATO-Georgia Package (SNGP) and Planning
and Review Process (PARP). They strengthen Georgia’s defence potential, contributes to
enhanced readiness and resilience, increases its interoperability with the Alliance and assists
Georgia with its preparations for eventual NATO membership.

|
-

.
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In 2018 Georgia will host high-level NATO visits and working meetings. The increased
number of these visits is a demonstration of the Alliance’s continuous engagement with
Georgia and steady support for its Euro-Atlantic aspirations. The second visit of the Military
Committee (MC) in March 2017 is a clear indication of such engagement. The visit was
particularly important for Georgia’s defence transformation process, especially in the light of
regional security challenges.

Following the decision made at the NATO Wales Summit in 2014, the SNGP has become
one of the key practical instruments for the Alliance’s support to Georgia. An important
component regarding implementation of initiatives defined within the SNGP is an active
involvement of 28 member and two partner nations. In 2017, within the SNGP framework
Denmark, Germany, ltaly, Lithuania, Norway, Portugal, Turkey and the United Kingdom
allocated financial resources from the Defence Capacity Building (DCB) Trust Fund to
further develop Joint Training and Evaluation Center (JTEC). Additionally, Germany provided
financial assistance to improve counter mobility capabilities. Financial assistance was also
provided for the development of Defence Institution Building School (DIB) by Germany,
Luxemburg, Montenegro, Turkey and the Netherlands, while Czech Republic and Germany
have financially assisted the improvement of intelligence sharing and secure communication
capabilities from the DCB Trust Fund.

Due to top priority role of the commitments undertaken within the SNGP, the MoD has
introduced a comprehensive, institutional approach facilitating active involvement of
other state institutions. For effective implementation of the SNGP the MoD introduced a
totally innovative practice to harmonize/synchronize international assistance (bilateral and
multilateral formats) with national efforts and to ensure rational allocation of all available
resources, efficient execution of initiatives and, in general, achieve better management of
the SNGP implementation process. To this end, in spring 2017, the Ministry conducted the
first SNGP Synchronization Workshop, which received a positive feedback from international

620ML LI3bIeRM JM3NVIVN LIIDAC3IICMIN
NATO MILITARY COMMITTEE |
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partners. Moreover, the MoD plans to broaden this practice and aims at organizing a NATO-
Georgia Substantial Package Conference before the next NATO Summit.

The SNGP represents one of the most complex yet flexible mechanisms in the history
of NATO-Georgia cooperation, which enables tailoring NATO assistance and cooperation
formats to the national needs of Georgia and contributes to the enhancement of NATO
interoperability and country's defence capabilities.

One of the clear examples of this approach is the development of English Language
capabilities as one of the priority areas. Based on the needs of the Georgian side, active
consultations are already underway with NATO countries to conduct assessment of existing
capabilities and introduce a way ahead to build solid institutional capacity.

It is worth noting that, in 2017 the Strategic and Operational Planning project was successfully
accomplished in line with a new approach of the MoD that entails adjusting SNGP objectives
and timelines to the needs of Georgia. The aim of the project was to streamline NATO
procedures and planning process with the national-level strategic and operational planning,
which would further strengthen interoperability aspect with NATO. The MoD continues
implementating of remaining fourteen SNGP initiatives by increasing national efforts and
with the support provided by relevant NATO structures, allies and partners.

Georgia will continue cooperation with the NATO aimed at strengthening security of the Black
Sea region as a strategic partner of Alliance and the only aspirant country in the region.
In this regard, MoD, in coordination with relevant state institutions, has developed specific
initiatives and is now conducting active consultations with the Alliance member states. This
will increase Georgia’'s engagement in NATO’s efforts in terms of providing international
security and amplify Georgia’s role in strengthening security of the Black Sea region.

The MoD will also continue strengthening political dialogue and strategic consultations
within the NATO’s Enhanced Opportunities Partners framework (EOP). The initiation of

44

Ministry of Defence of Georgia




2015 M—

concrete steps to enhance practical cooperation with the EOP member states is being
under considered. Moreover, Georgia continues active cooperation with NATO partner
states in the framework of a number of programs. In 2018, Georgia plans to strengthen
practical cooperation with Ukraine by sharing its successful experience regarding NATO-
Georgia relations. Respectively, for the first time, in 2018 the MoD plans to participate in the
aforementioned partner state in NATO’s Support and Procurement Agency (NSPA) project
as a contributing nation.

Georgia will continue supporting NATO efforts to ensure international peace and stability as
a reliable partner and a future member of the Alliance. Currently 870 Georgian soldiers serve
in a NATO-led Resolute Support Mission (RSM) in Afghanistan which makes Georgia one of
the largest contributing nations. Moreover, one company size unit is engaged in the NATO
Response Force (NRF) for 2015-2018 period, with another undergoing the Operational
Capabilities Concept Evaluation and Feedback Program (OCC E&F). The latter will replace
the former starting from 2019, upon the completion of appropriate procedures.

The successful execution of initiated and ongoing institutional reforms at the MoD, consistent
development of defence capabilities and Georgia’s contribution to international security efforts
are positively regarded by the Alliance and strengthens Georgia’s position as a reliable
partner and future member of NATO.

2. TOTAL DEFENCE

At a strategic level, one of the main functions of the MoD is to conduct defence policy in
accordance with domestic and foreign policy objectives directed by the Parliament and the
Government of Georgia. The MoD also participates in the defence planning process through
various interagency formats.

In order to implement Total Defence approach, it is vital to reflect Total Defence principles
in Georgia’s defence and security conceptual framework and review it upon necessity. The
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capability analysis of the Defence System and the Armed Forces will be initiated in 2018.
The results will be reflected in the “National Defence/Military Strategy”. The document will
become the main military-political document of the country, in accordance with the Total
Defence Concept and to ensure state defence it will outline operational principles of the GAF,
long-term vision and tasks for other state agencies.

2.1. Interagency Cooperation

Organizing total defence is impossible without the well-functioning interagency coordination
efforts. Therefore, considering existing threats and limited funding, enhancing interagency
cooperation is vital for effective and coordinated use of national resources. Relying on a
whole-of-nation approach, the MoD elaborated an agency-level “Total Defence Concept”,
which in addition to military element, outlines other vital spheres for the organization of state
defence such as Social, Economic, Civil and Psychological-Informational. In this regard, it is
especially important to put into practice solid coordinating mechanisms in times of crisis and
war, develop resilient Reserve and Mobilization System and enhance the effectiveness of
the conscription system. Principles identified in the “Total Defence Concept” will be reflected
in the “National Defence/Military Strategy”, which outlines the tasks and ways to achieve the
objectives for each state agency.

In order to improve inter-agency cooperation, the MoD continues to participate in joint
exercises and training. To this end, introductory visits among agencies involved in defence
and security field have already begun. In 2017, the MoD hosted representatives of Special
and Emergency Measures Center of the Ministry of Internal Affairs and organized Command
Post Exercise “Didgori 2017”. In accordance with the General Defence Plan, the exercise
entails participation of other state agencies in war, crisis and emergency situations and
is focused on improving coordination and strategic communication with other entities.
Following the successful completion of “Didgori 2017”, the MoD plans to organize another
Command Post Exercise — “Didgori 2018”, which will involve high-ranking officials based on
the experience gained during the “Didgori 2017”.

For thorough implementation of Total Defence approach, the MoD works toward enhancing
cooperation with Scandinavian and Baltic states in bilateral and multilateral formats. In
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2018, concrete measures will be implemented to establish coordinating mechanisms for the
Scandinavia-Baltic-Georgia cooperation framework.

2.2. Reserve and Mobilization System

In the framework of “Total Defence” approach, the MoD implemented important measures
to qualitatively improve Reserve and Mobilization System. In this direction, first steps were
taken in 2017. The draft of the existing concept on Reserve and Mobilization system and
the draft Law on the Military Reserve and Military Reserve Service have been elaborated.

The major update of the new system on Reserve and Mobilization is the introduction of
active reserve system. The latter is based on a voluntary participation and entails contract-
based recruitment with remuneration for the servicemen/servicewomen. Additionally, the new
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system envisions undergoing a qualitatively new combat training course. Command and
control system of reserve forces will be improved and bureaucratic procedures simplified,
enabling the minimization of the mobilization time.

The Active Reserve Service consists of “Army Reserve”, “Territorial Reserve” and “Specialist
Reserve”. These reserve categories will be manned by retired professional/military
servicemen, volunteers selected from respective administrative districts and highly skilled
individuals holding relevant specialty. The abovementioned components will ensure that the
armed forces will be reinforced as promptly as possible being supported with mission ready
reservists. It will also aid the organization of territorial defence and execution of specific
requirements and tasks of the GAF. Pilot program of Reserve and Mobilization System will
be launched in 2018-2019 and includes training for two territorial reserve companies.

While developing the new reserve system the MoD leadership paid particular attention to
learning the experience of Scandinavian and Baltic states in the development of the new
Reserve and Mobilization System, since these countries face similar security challenges and
have to counter Russia’s aggressive foreign policy.

2.3. Conscription System

The MoD reinstated military conscription. New compulsory military service system is an
important step to ensure the involvement of wider population in provision of state defence
and effective implementation of total defence. As of today, several important measures have
already been implemented. Instead of three-week long basic training, each conscript will
undergo professional Basic Combat Training (BCT) course, followed by relevant combat
training. Additionally, the number of holidays as well as the salary of the conscripts was
increased. Conscription takes place during spring and fall call-ups. After completion of the
BCT course military conscripts are assigned to different GAF units where they continue
their compulsory military service. Spring and fall military call-ups will continue in 2018. The
construction of basic combat training center in Akhalkalaki is scheduled for 2018, which
should notably improve conscripts’ training capabilities.
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3. INSTITUTIONAL DEVELOPMENT
3.1. Military Education

The MoD ensures academic and professional education within its system from schooling
throughout the strategic level. Formation of this system has been carried out by adopting
best practices of NATO allies and partner states, involving highly skilled Georgian and
foreign specialists and instructors. The effective education system ensures adequate career
planning and professional growth of the officers.

The MoD will continue carrying out all the necessary measures to ensure provision of initial
education and basic level military training for cadets. To that end, in 2018 all cadets will be
provided with appropriate housing, medical care, nutrition, uniforms and education material.
In 2018, for the purpose of improving training process and tailoring it to modern standards,
specific emphasis will be made on technical subjects improvements, which also envisages
completion of the construction of the simulation center.

In 2018 great emphasis will be made on the improvement of basic military and bachelor
level education, intermediary military and master’s level education for the officers. The
elaboration of the officers’ high level military education program will commence; refinement
and implementation of educational and study programs will continue and partnerships with
leading foreign military and civilian educational institutions will be established. Over the
course of the year foreign instructors and specialists will be invited to Georgia while students/
cadets, professors, lecturers and instructors will be sent to participate in various internship
programs within the country and abroad.

In 2018, a work will continue to further develop the “Long-term Strategy to introduce English
as an Additional Working Language within the MoD System”. Implementation of this document
will help Ministry of Defence personnel acquire all the skills and abilities necessary for
better performance and full international engagement. Additionally, the refinement of foreign
language learning programs will be continued.

In order to adopt the “International Maneuver Captain Career Course”, several important
activities will take place at the Military Education and Training Command in 2018, namely:
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elaboration of English language study materials, design of the curriculums, signing
Memorandum with Fort Benning, invitation of advisor from the CUBIC defence applied
system group and completion of relevant infrastructure projects.

In 2018, the 3rd level NCO education Command and General Staff Course will be established
within the NCO Training Center, while Center itself will be transformed into a NCO Training
Academy, allowing NCOs to obtain professional military education up to the brigade level
(Master Sergeant). Furthermore, in 2018 instructors of the Sachkhere Mountain Training
Center will be trained in mountain tactics in cooperation with the French partners.

Professional Development — Defence Institution Building School (DIBS)

In 2018, with the support of international partners Defence Institution Building School will
continue to hold NATO standardised local training courses and host the first regional training
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course. Additionally, modern training methodologies will be introduced and distance-learning
modules will be developed and integrated into the learning cycle. Throughout 2018, the DIBS
School will hold regular meetings with representatives of the civil society on relevant defence
and security matters.

3.2. Human Resources Management

The transformation of the Human Resource Management units, initially planned by the MoD
in 2017, will be completed in 2018. The process will be based on principles of career
management such as transparency, fairness and accountability. It will imply optimization of
functions of the Civilian Office and General Staff departments, as well as establishment of the
Military Personnel Management Center. The transformation of human resource management
sphere in 2018 includes the following:

+ Identification of the GAF personnel planning and readiness criteria by the GS J-1
department;

» Adoption of best international practice in personnel management process;

» Execution of the military personnel management procedures, including the procedures
of recruitment, professional development, career management and reintegration in the
civil society upon dismissal.

3.2.1. Integrating Gender Perspective

The MoD continues to perform its national and international obligations related to gender
issues and United Nations Security Council Resolutions on Women, Peace and Security
resolutions. For this purpose the Ministry is closely cooperating with other government
agencies, international organizations and the nongovernmental sector. Moreover, within the
framework of South Eastern Europe Defence Ministerial (SEDM), Georgia will become the
lead nation of the project “Female Leaders in Security and Defence” (FLSD).

The institutionalization of the gender advisors within the GAF will be concluded in 2018-
2020. Gender equality, as well as the UN Security Council Ne1325 and other resolutions
will be actively integrated in pre-deployment trainings for peacekeeping missions and in
general educational and career course programs. The topic on domestic violence as a
part of psychological preparation and rehabilitation programs for personnel participating in
international peace keeping operations will be extended.

With financial support of NATO “Science for Peace and Security Program” the joint project of
Organizational Climate Survey will be launched between the MoD, Government Administration,
Democratic Control over the Armed Forces Center (DCAF), Great Britain and Spain in 2018.
The project will facilitate the development of the capacity to assess the MoD organizational
environment and will focus at the initial stage on gender aspects. Later the research scope
will be broadened to cover issues of ethics, integrity, morale, work conditions etc.

3.2.2. Building Integrity (Bl) and strengthening the anti-corruption environment
The MoD continues fulfilling the responsibilities undertaken within the framework of National

Anti-corruption Council and is actively participating in NATO Building Integrity Program. In
order to facilitate the aforementioned aspiration, Bl and anti-corruption monitoring council
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were established within the MoD. To improve its activities the statute of the Council will be
elaborated defining the particular procedures and responsibilities. For the same purpose, the
second anti-corruption environment self-assessment process will be conducted with NATO
support, facilitating identification and analysis of vulnerable processes, also planning specific
measures for reduction of corruption risk and reflecting the results in relevant action plans.
With joint efforts of the MoD Human Resource department and DIBS the existing Bl course
will be further developed, attuned with NATO BI curricula in order to raise integrity, ethical
mindset and anti-corruption awareness. The course will be offered to regional partners as
well.

3.3. Defence Resource Management

In order to enhance NATO interoperability, the MoD will continue to gradually increase the
budget allocated for the GAF modernization. In the framework of the optimization process, the
MoD has already taken concrete steps and increased the share of major systems acquisition
up to 20% for its 2018 budget (See Graph 1.1).

Graph 1.1: Defence Budget (requested and approved)
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Financial support from Georgia’s strategic partner, the United States of America, has
particular importance in ensuring the development of the GAF capabilities. With the help of
Foreign Military Financing (FMF) of the US, GAF units involved in the Georgian Defence
Readiness Program (GDRP) are being trained and equipped with the help of US instructors.
Within the framework of this assistance program, the Combat Training Center (CTC) will be
equipped with modern simulation and training technologies, which will further increase the
readiness level of the GAF. At the same time, the program also covers social welfare and
military education aspects. Under the FMF, the rehabilitation center located in Tserovani will
be built and equipped with modern medical-rehabilitation technologies, serving wounded and
injured servicemen and servicewomen.
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The FMF also funds advisory groups of the US contractor companies “General Dynamics
Information Technologies” and “Cubic Application Inc.” that are actively involved in improving
existing conceptual base, resource management, military education, NATO-Georgia Joint
Training and Evaluation Center capabilities.

In 2018, the budget approved for the MoD is 802 min. GEL. The budget is allocated for 10
programs and also includes the GDRP. The MoD budget for 2018 is 2% of the GDP (See
Graph 1.2).

Graph 1.2: 2018 MoD Defence Budget

2018
Code Program Name

MLN. GEL
2901 | Defence Management 312.24
2902 | Professional Military Education 43.45
29 03 | Health and Social Support 54.60
2904 | Command, Control, Communication and Computer Systems 9.54
29 05 | Infrastructure Development 21.00
2906 | International Peace Support Missions 40.45
29 07 | Scientific Research and Development of Military Industry 28.32
29 08 | Defence Capabilities Sustainment / Development 128.25
2909 | Logistical Support 142.16
2910 | Development of the GAF Capabilities 22.00

802.00

Implementing the measures outlined in this document creates solid basis for executing the
planned activities for the development of the GAF. Resources are allocated according to the
priority directions for the GAF modernization and capability development:

* Providing maneuver brigades with NATO interoperable firearms;

» Improving Air Defence capabilities;

 Improving Anti Tank and Counter Mobility capabilities;

» Developing Fire Support systems and capabilities;

» Enhancing Special Operation Forces capabilities;

 Improving Intelligence, Surveillance and Reconnaissance capabilities.

Moreover, it should be noted that constant and proper development of defence capabilities
requires a gradual increase of defence funding.

3.4. Cyber Security

In order to develop and maintain information security mechanisms, the Cyber Security
Bureau will introduce the Information Security Officer’s institute and apply Information
Security Management Standard ISO/IEC 27001 in the critical information system. Besides,
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the Bureau will continue to raise cyber awareness (cyber hygiene) of civilian and military
personnel and implement e-learning platform, which will facilitate creation of an efficient,
easily accessible and flexible system.

In order to prevent, identify and timely respond to cyber security incidents, the Bureau plans
to adopt a specific program software that enables monitoring of information systems 24/7,
supporting integrity of network infrastructure, identification of cyber threats and reducing risks
to information security.

4. DEFENCE CAPABILITIES

Development of the GAF capabilities is carried out incessantly. In the planning process the
attention is paid to existing challenges and resource availability. Building the GAF is not an
isolated process, while improving interoperability with NATO member and partner nations is
a gradual process occurring in the framework of the established cooperation formats. The
GAF will continue fulfilling their international obligations. At the same time, enhancing force
readiness level to meet country’s defence objectives will remain the major MoD priority.

In 2018, particular attention will be paid to sustaining existing capabilities on one hand and
developing priority directions on the other. Specific emphasis will be made on developing
anti armor, air defence, air transportation, intelligence and artillery capabilities and improving
command, control, communication and IT support systems. Additionally, the MoD will pay
particular attention to capacity development of the servicemen participating in the Georgian
Defence Readiness Program. This program will serve as the cornerstone for developing the
resilience of the GAF, enabling them to respond to the challenges that face national defence
and security.

4.1. Georgian Defence Readiness Program (GDRP)

Georgian Defence Readiness Program (GDRP) is implemented with a close cooperation
and support from the US and aims to increase combat readiness level of GAF having a very
positive impact on further capability development. More specifically, it aims at enhancing the
readiness level in order to ensure territorial defence of the country. The program seeks not
only to improve combat readiness of tactical level combat units (battalion, company), but also
to enhance their manning, training and equipping levels.

Significant steps towards the GDRP implementation were already taken in 2017. Respective
units were selected and trained to participate in the program. The active phase of the
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program will commence in spring 2018 and will be finished in 2021. Focus will be made to
fully man and equip the maneuver battalions with individual equipment and firearms. For
this purpose necessary steps have been already taken in 2017. Moreover, according to the
agreement, all equipment and services necessary for the participation in the GDRP will be
purchased also through FMF. With the help of US partners the Combat Training Center will
be equipped with modern simulation and training technologies. During 2018 the MoD will
also regularly host US experts.

4.2. Air Defence

Improving air defence capabilities is one of the key priority of the MoD. The importance of
improving air defence capabilities was clearly identified in the assessment of 2008 Russian
military aggression and implies the necessity to develop modern air surveillance and air
defence capabilities. Considering limitations of financial resources, development of this
capability is carried out on a step-by-step basis. The contract signed with the French side
outlines necessary measures that are currently carried out. Structural reorganization of
aviation and air defence command and mixed aviation squadron as well as other measures
has been already implemented. In 2018 a special attention will be paid to train necessary
personnel and prepare needed infrastructure for new air defence capabilities, to establish
NATO interoperable Air Operations Center and to implement other vital procedures. In 2018,
the first three-year phase of the French contract will be completed. Its total financial value
is 204 min GEL.

4.3. Air Mobility

Aviation capabilities are developed based on the needs and existing complexities to
enable logistic support, reconnaissance and/or medical evacuation missions during combat
operations. It is important that these capabilities can be used to conduct search and rescue
operations and/or respond to natural and man-made disasters upon the request from civilian
leadership. Upgrade of helicopters will be completed in 2018 to ensure that the tasks outlined
in the General Defence Plan are fulfilled along with the respective training of personnel.
Additionally, a new UAV capability development plan will be elaborated.

4.4. Anti Tank

Special attention will be paid to the development of anti-armor capabilities. For this purpose,
in 2018 the MoD will purchase Javelin anti-tank systems to enhance Georgia's defensive
capabilities.

4.5. Combat Engineering

Equipping maneuver units with modern combat engineer (counter-mobility) capabilities will
continue despite limited financial resources. Efforts will be focused on gradually developing
engineer (counter-mobility) capabilities over the course of coming years. Elaboration of
counter-mobility concept, development of relevant doctrines and force reorganization is
planned for 2018. Additionally, conducting exercises, retraining command element and
upgrade of engineering and technical equipment, as well as infrastructure is also planned
for the coming years.
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4.6. Intelligence, Surveillance and Reconnaissance (ISR)

In 2018, development of the ISR capabilities will continue in accordance with the joint
long-term GAF development plan. It implies optimization of the current structure and the
optimal use of the existing means, introduction and gradual development of new, high-tech
equipment (drones, land radars, electric-optical devices).

Intelligence NCO education will be developed and integrated into joint general NCO
education and career development system. In order to further enhance ISR capabilities, the
transformation plan and conceptual basis will be developed. In this regard, tactical level field
and training manuals, updated doctrines and new doctrines will be developed, including:

 Training to respond to hybrid warfare activities;

+ Joint intelligence (the basics of operational and strategic interagency coordination) and
Joint Intelligence Preparation of the Operational Environment (JIPoE);

» Combined intelligence training for operational environment (providing combined
intelligence at operational and tactical levels);

» Doctrines on basics of operations safety and information gathering at tactical level;

In 2018, a specialized intelligence training center will be established in the Military Intelligence
Department, providing the ISR training/retraining programs for military intelligence personnel.

4.7. Artillery

Reorganization and structural optimization of artillery units is planned to further develop
artillery capabilities. The purpose of the reorganization is to enhance maneuver and
combat capabilities of infantry brigades, replacement of towed artillery systems with self-
propelled artillery systems in infantry brigades, removal of towed outdated anti-tank guns.
Reorganization of artillery brigades implies their gradual re-equipment with modern, NATO
standard artillery systems and reallocate specialists in artillery units.

4.8. Special Operations Forces

Considering the challenges facing Georgia and particularly the potential of Russia’s Armed
Forces and its readiness to use hybrid methods of warfare, it is especially important to
develop flexible Armed Forces, with the capability to engage in asymmetric operations and
conduct special operations involving small units that can act autonomously. Therefore, in
2018 important reform will be implemented to enhance Special Operation Forces’ capabilities
and improve their organizational structure.

4.9. Command, Control, Communications and Computer Support

Another priority for 2018 is ensuring safe and sustainable functioning of assets of critical
information systems within the MoD that includes:

* Introducing NATO interoperable stationary and deployable network and information
systems;

» Developing network and information systems infrastructure;

» Elaborating and gradually implementing additional standards and rules;

* Providing relevant software for enterprise resource planning.
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5. LOGISTICS AND INFRASTRUCTURE

The importance of the GAF logistical support during peace in relation to train and military
exercises or in crisis management and defence operations is immense. It implies logistical
support of military with necessary supplies, transportation, maintenance and other services.
Creation of credible infrastructure is equally important to support Armed Forces and meet
various administrative requirements. Preservation and improvement of appropriate conditions
of training facilities, firing ranges, mess halls and sports-recreational infrastructure will have
overall positive impact on GAF readiness level. In that regard, priority efforts in 2018 will be
given to sustaining artillery, air defence and airlift capabilities.

5.1. Logistical Support

In the framework of logistical support of the Armed Forces, and to serve the needs of military
personnel, procurement of military ammunition (except for combat training) and various
essentials, maintenance of military (combat) hardware and purchase of spare parts will
be ensured. At the same time, support will be granted to enhance “Host Nation Support
Capabilities” and create reception, staging and onward movement (RSOM) capacity which is
being developed under the umbrella of NATO-Georgia Substantial Package.

5.2. Infrastructural Projects

In 2018 preservation and further improvement of the MoD infrastructure, such as mess halls;
training facilities; housing; engineering communications and sports-recreational areas will be
continued. This includes completion of the GDRP training base and ongoing infrastructural
works at the Krtsanisi Combined Arms Center. Additionally, major infrastructural works will
be completed at the Vaziani and Orpolo military facilities. Active infrastructural works will be
pursued to put in order NATO-Georgia Joint Training and Evaluation Center, Khoni Military
Base and Intelligence Department Headquarters. To that end, an appropriate funding will be
allocated.

In order to establish a joint system for infrastructure planning, command and execution a
structural unit for infrastructure planning will be established at the GS J-4 Department in short
term perspective. Consequently a working group will be assembled and tasked to assess
current state of affairs and formulate recommendations to create integrated infrastructural
system.

6. HEALTHCARE AND SOCIAL ASSISTANCE

In the course of 2018, within the scope of healthcare and social assistance program, necessary
steps will be taken to improve medical care and assistance to the GAF military personnel,
MoD staff, pensioners, their family members, family members of deceased military personnel
and civilians. In case of need, the wounded/injured will be offered outpatient and inpatient
treatment, medical rehabilitation and dispensary services.

Within the framework of above mentioned priorities, necessary measures will be continued
to ensure the successful reintegration and re-socialization efforts of wounded/injured military
servicemen. Furthermore, psychological testing and assessment, psychological rehabilitation
and suicide prevention support will be offered to the candidates and servicemen in the
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military, military education institutions and the units of the MoD system. Wounded and/or
injured soldiers and their family members will be provided with psychological counseling;
wounded and/or injured military personnel on long-term medical leave will be offered the
psychological screening program.

Additional attention will be paid to the development of military medical capabilities; outdated
medical equipment will be gradually upgraded in accordance to applicable standards and
requirements. Additionally, the construction of military hospital in Kutaisi will be completed
and Tserovani Medical Center will be equipped with necessary infrastructure in 2018.

7. INTERNATIONAL COOPERATION

7.1. International Organizations

EU-Georgia Association Agreement and Association Agenda (2017-2010)

In 2018 the MoD will continue implementation of the commitments undertaken within the
Association Agreement and Association Agenda 2017-2020. Much emphasis will be placed
on Georgia’s participation in the EU-led missions under the Common Security and Defence
Policy (CSDP), Cyber Security and Strategic Communications and successful implementation

of the EU-Georgia Work Plan in the field of CSDP. Moreover, the GAF will continue their
engagement in the EU crisis management operations under the CSDP. A Georgian platoon-
size unit will serve in the EU Military Training Mission in the Central African Republic (EUTM
RCA) till September 2018 whereas one Georgian officer will serve in the EU Training Mission
in Mali (EUTM Mali) as a Liaison Officer until May 2018.

United Nations (UN)

Throughout 2018 the MoD will continue dissemination of the annual information regarding
conventional arms import and export; military expenditures; reports on the implementation of
the Protocol 2 and 5 of the Geneva 1980 Convention on Prohibitions or restrictions on the
use of certain conventional weapons ect. In addition, modalities of deployment of Georgian
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officers to the UN-led peace operations and missions to fill the UN announced vacant
positions will be discussed.

Organization for Security and Cooperation in Europe (OSCE)

In 2018 the MoD will continue cooperation with the Organization for Security and Cooperation in
Europe (OSCE) within the Memorandum of Understanding (MoU) that includes demilitarization
of obsolete military ammunition. The 2nd stage of the demilitarization process is planned to
be completed in the first half of 2018. According to the commitments undertaken with the
OSCE, dissemination of annual information will be continued. In particular, the Ministry of
Foreign Affairs of Georgia will be provided with annual information about the import-export
of small and light arms, as Conventional Weapons transfers (import-export) as well as
defence planning and military budget. In addition, the MoD will continue cooperation with
Member States of the Treaty on Open Skies. The latter envisages conduct of non-military
and observer flights between the Member States in accordance with the quotas specified in
the Agreement.

South Eastern Europe Defence Ministerial (SEDM)
In 2018 the MoD will continue close cooperation with the Member States of the South
Eastern Europe Defence Ministerial (SEDM). It is noteworthy that from 2018 Georgia will

SEDM
Ministerial Meeting

Batumi, Beorgia
10-11 October, 2017

become the lead nation of the Female Leaders in Security and Defence project (FLSD).
Accordingly, a number of high-level activities will be planned in 2018 including conferences
and lectures on gender issues.

International Committee of the Red Cross (ICRC)

In 2018 integration of the Principles of the International Humanitarian Law in the GAF will
continue within the cooperation framework with the ICRC. In addition, the MoD will continue
cooperation with the ICRC aimed at identifying missing and unidentified deceased persons
from the conflicts in 90’s and 2008 Russo-Georgian War.
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7.2. International Exercises

Intensification of international exercises in regards to quantity and scale contributes
to resilience, deterrence capabilities and interoperability of the GAF. The latter will
continue active participation in bilateral and multinational exercises aimed at enhancing
interoperability, developing resilience to overcome current security challenges and enhancing
military capabilities for consistent actions in complex situations. For these ends, international
exercises “Agile Spirit “and “Noble Partner” will be conducted in 2018. Throughout 2018
Georgia will continue active work with NATO in order to conduct a joint NATO-Georgia
Exercise planned for 2019.

7.3. Bilateral and Multilateral Cooperation

Existing arrangements with partner states under bilateral and multilateral cooperation formats
are in line with current needs and requirements of the GAF and subsequently contribute
to the ongoing reforms and provide valuable experience needed to ensure successful
transformation of the GAF.

In parallel with strengthening bilateral and multilateral cooperation with the long-standing
partner countries, the MoD is taking measures to establish bilateral ties with new partner
nations. Currently Georgia successfully cooperates with 18 NATO and 5 non-NATO countries
on a bilateral basis. At the same time, the MoD is enhancing cooperation in the format of
NATO Enhanced Opportunity Partner (EOP).

Georgia continues active cooperation with the US and successfully implements activities of
the Security Cooperation Framework 2016-2019 signed between the two countries. The US
assistance is essential with regard to developing institutional planning and enhancing training
capabilities to support readiness and sustainment efforts in the long-term perspective. It is
also necessary for maintaining and further improving capabilities required for contribution to
international operations.
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Throughout 2018 and beyond the bilateral military cooperation between the US and Georgia
will be further focused on the GDRP and the development of the CTC capabilities. Moreover,
over the next few years with the US military assistance the MoD will continue modernization
of its military material and gradual transition to the US-produced equipment.

Over the past year cooperation with Canada and the Scandinavian countries was significantly
intensified. In 2018 the MoD plans to move this partnership to a qualitatively new level.
Georgia will continue cooperation with Canada in the framework of Military Training and
Cooperation Program (MTCP) with the focus military educational programs. In addition,
Georgia joined the Nordic-Baltic cooperation format which aims at further strengthening
security and consolidating ties between partner countries through regular political
consultations, information exchange and regular joint military exercises. In 2018, the MoD
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plans to actively use Nordic-Baltic Assistance Program (NBAP) to enhance cooperation in a
variety of fields.

The MoD will continue cooperation with Ukraine in bilateral format over in 2018. More
specifically, rehabilitation courses at Tserovani Rehabilitation Center for wounded Ukrainian
militaries will be continued. Starting from 2015 and to this day 137 Ukrainian servicemen
has undergone relevant course at the Tserovani center. Additionally, the MoD will share with
Ukraine its experience regarding NATO integration process as well as various international
training and exercises. As of today, Ukrainian and Georgian soldiers participate in a number
of exercises, such as Agile Spirit, NATO-Georgia Exercise, Rapid Trident, Sea Breeze. In
2018, it is planned to share experience in the field of military education. In this regard, the
MoD will help Ukraine to develop the institution of NCOs.

At the same time the MoD is actively developing trilateral cooperation with Azerbaijan and
Turkey aimed at strengthening regional security and establishing close partnership bonds
between the Armed Forces of the three countries. Within this format regular meetings are
held on the Defence Ministers and Chiefs of General Staff level, joint exercises “Caucasian
Eagle” and “Eternity” are conducte
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CONCLUSION

“Minister’s Directives — 2018” reflects major priorities and activities of the MoD for 2018,
aiming to ensure state resilience, enhance the GAF readiness level and NATO interoperability
through adoption of principles of Total Defence.

Georgia, as a strategic partner of NATO and the only aspirant country of the region will
channel its efforts toward strengthening security of the Black Sea in 2018. Additionally, in
order to strengthen practical cooperation, the MoD will continue its political dialogue and
strategic negotiations within the NATO Enhanced Opportunity Partners framework.

Deepening long term strategic cooperation with the US will be continued to improve state
resilience and ensure its defence readiness. This entails initiation of an active phase of
the GDRP in 2018 and execution of other important projects to facilitate modernization of
Georgia’s defence capabilities.

The MoD will continue improving interagency cooperation and other collaboration formats to
ensure provision of the Total Defence as the basis of the country’s resilience. In this regard,
implementation of various activities involving strategic level trainings, strategic communication
and interagency cooperation formats is planned. Furthermore, the adoption of the updated
Reserve and Mobilization System within the Total Defence approach is planned as an
important element of GAF resiliency.

Considering similarity in threats and international experience in responding to thereof,
strengthening cooperation with Baltic and Scandinavian states will remain very important
to the MoD. In this regard, special focus will be placed on sharing conceptual and practical
tools of total defence mechanisms.

Important international exercises — “Agile Spirit” and “Noble Partner” - will continue in
2018. These exercises will facilitate both Georgia’s interoperability with NATO and enhance
country’s deterrence capabilities.

Overall, abovementioned activities will facilitate implementation of objectives set by the MoD
which serve to protect state sovereignty and reaffirm Georgia as a commendable candidate
for the NATO membership and a reliable international partner.
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